[Mpunoxenune Nel k npukazy MKY «JlenapramenT oOpazoBaHus»
ot 24.10.2022 Ne01-07/

IMamsaTka 1751 00y4yawmmxcs 00 MHPOPMAIMOHHOM 0e30IaACHOCTH J1eTeill

Hean3s

1. BceM mozipsii cooOIaTh CBOO YacTHYIO HHGOpMAIKIO (HACTOSIIUE UMsl, (haMUIIHIo, TenedoH,
ajipec, HOMep LIKOJIbI, a Takxke (hoTorpapuu CBOM, CBOEH CEMbHU U JIpy3eil);

2. OTKpbIBaTh BIOXKEHHBIE (DailsIbl AJIEKTPOHHON MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTEIS;

3. I'pyOuts, npuanpathes, OKa3blBaTh JABJICHHUE - BECTH C€0s1 HEBEXKIIMBO U arpeCCUBHO;

4. He pacniopsikaiicsl AeHbIaMu TBOEW ceMbU 0€3 pa3pelleHts CTaplluX - BCEr/ia CIpalinBai
poauTeneit;

5. He Bcrpeuaiics ¢ IHTEpHET-3HAKOMBIMHU B pEaIbHOM JKU3HU - IIOCOBETYICS CO B3POCIIBIM,
KOTOPOMY JOBEPSICILb.

OcTopoxHO

1. He Bce nuuryT npaBay. Uuraes o cebe Henpaay B IHTepHeTe - coo01iu 00 3TOM CBOMM
POAUTENSIM UJTU OTIEKYHaM;

2. IlpurnamaroT nepenuchiBaThCs, UrpaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU MO/IBOXA;

3. HesakonHoe konmpoBaHue ¢aiiioB B IHTepHETE - BOPOBCTBO;

4. Beernia paccka3sbiBaii B3pOCibIM O Mpo0sieMax B CETH - OHHU BCEr/ia IIOMOTYT;

5. Ucnonp3yit HacTpolKM 0€30I1aCHOCTH U IPUBATHOCTH, YTOOBI HE MOTEPSTH CBOU aKKAYHTHI B
COLICEeTSIX U JIpYTUX MopTajiax.

Mo:xkHO

1. YBaxaii 1pyrux nojbp30BaTeneu;

2. [lonp3yenibest IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;

3. OTKpbIBail TOJNBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. ObpamaThcs 3a MOMOIIBIO B3POCIBIM - POJIUTEIH, OTIEKYHBI U aIMUHUCTpAITUsl CAUTOB BCET/Ia
MIOMOTYT.

NudopmanuonHas naMATKA I 00y4alOLIUXCH 1JIs1 pa3MellleHusl Ha
opHIHAIBHBIX HHTEPHET-pecypcax

Komnbrorepabie BUpyChbl

KomnbroTepHslit BUPYC - 3TO pa3HOBUAHOCTH KOMIBIOTEPHBIX TPOrpaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBJIsIETCS CIOCOOHOCTh K pa3MHOKEHHIO. B omonHeHne Kk aTomy,
BHUPYCHI MOT'YT MIOBPEAUTH UJTU MOJTHOCTHIO YHUUTOKUTH BCE (ailiibl U TaHHbIE,
MOJIKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHH KOTOPOro OblIa 3alyleHa 3apaKeHHask IporpaMma,
a TaKKe MOBPEIUTh WK Ja’Ke YHUUYTOXKUTH ONEPAIlMOHHYIO CUCTEMY CO BCeMH (aiiamu B
nenoM. B GonbIIMHCTBE CllyyaeB paclpoCTPaHsAIOTCS BUPYChI Yepe3 HHTEpPHET.

Metoabl 32a1IMTHI OT BPEAOHOCHBIX IPOrpamMM:

1. Mcnonp3yil COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPHE3HBIN YPOBEHD 3aLUTHI
OT BPEJOHOCHBIX NPOTPaMM;

2. IlocTosiHHO ycTaHaB/IMBal MauyTH (LIU(PPOBBIE 3aIIATKH, KOTOPbIE aBTOMATUYECKH
YCTaHaBIIMBAIOTCA C I[EJIbIO 1I0pa0OTKHU MPOrpamMMbl) U Ipyrue OOHOBJICHUS CBOEH



omnepanroHHol cucteMbl. CkaunBai BX TOJIBKO ¢ ouIMaIbHOTO caita pazpadorunka OC. Ecin
CYIIECTBYET PEKUM aBTOMATHUYECKOTO OOHOBIJICHUS, BKIIIOUH €T0;

3. PaboTait Ha cBOEM KOMIIBIOTEPE IO/ TIPaBaMH TOJb30BATEIs, a HE aAMUHUCTpATOpa. ITO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HHCTAJUIUPOBATHCSI HA TBOEM MEPCOHATHBHOM
KOMIIBIOTEDE;

4. Vcrionb3yii aHTUBUPYCHBIE ITPOTrPAMMHBIE IPOTYKThI U3BECTHBIX IPOU3BOIUTENEH, C
ABTOMATUYECKUM OOHOBJIEHHUEM 0a3;

5. Orpannyb (HU3HYECKHA JOCTYI K KOMIIBIOTEPY I TOCTOPOHHUX JIMIL;

6. Mcnonp3yil BHEIIHKWE HOCUTEIN HH(DOpMALMK, TaKue Kak (remnika, Tuck uin Qaitn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIIBIOTEpHBIE (haIIbI, TOTYyYEHHBIE U3 HEHAICKHBIX HCTOYHUKOB. Jlake Te
(aiinel, KOTOpPBIE TPUCIIA TBOM 3HAKOMBIN. JIydIlle yTouHu Y HEro, OTIPABIISUL JIM OH TeOe uX.

Ceru WI-FI

Wi-Fi - 310 He BHJ miepeiaun JaHHBIX, HE TEXHOJOTHsI, a BCEro JIUIIh OpeH, Mapka. Eme B 1991
rojy HUAEpJIaHACKas KoMnaHus 3apeructpuponaia openn "WECA", yto o603Havano
cnoBocouetanne "Wireless Fidelity", koTopslii mepeBoauTcs Kak "0ecrpoBOogHAs TOYHOCTS .

Jlo Harero BpeMeHHU Jo1uIa apyras abopeBuarypa, KOTopas sSBISETCS TAKOU K€ TEXHOJIOTHUEH.
Orto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO TaHO C HAMEKOM Ha CTaHJApT BICIICH
3ByKoBO# TexHuku Hi-Fi, uTo B mepeBoje 03Ha4yaeT "BbICOKAs TOYHOCTh'".

Jla, GecruiaTHBII HHTEPHET-AO0CTYII B Kade, OTEIAX M adpPOIopTax SBIISICTCS OTIUIHON
BO3MOXXHOCTBIO BbIX0/1a B MHTEpHET. HO MHOTHE 3KCIIEPThI CYUTAIOT, YTO 00IIeA0CTyHbIE Wi-
Fi cetn He sBisrOTCS 0€30NaCHBIMHU.

CoBeTbl 110 6€30MaCHOCTH PaGOTHI B 001e10CTYNHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro nuunyo uHpopMmarluio yepes obrienoctynasie Wi-Fi ceru. Paboras B
HUX, KEJIATEJIbHO HE BBOJUTH IApOJIX JOCTYIIA, JIOTUHBI U KAKHE-TO HOMEpa;

2. Ucrionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE TPOTpaMMBbI U Opanamayep. TeM caMbIM ThI
o0e3onacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOHCTBO;

3. Tlpu ucnons3oBannu Wi-Fi otkmoun ¢pynkmuto "OO0muii foctym K daiiaam u npuaTepam’.
JlaHHas GyHKIMSA 3aKpbITa [10 YMOITYAHHIO, OTHAKO HEKOTOPBIE MOJIb30BAaTENI AKTUBUPYIOT €€
ISl y1oOCTBa MCTIONb30BaHMs B paboTe min y4eoe;

4. He ucnonw3yit myonuunsiii WI-FI nns nepegaun aM4HbBIX JaHHBIX, HATPUMEP 7S BBIXO/A B
COLIMAJIbHBIE CETH UJIU B DJIEKTPOHHYIO MOYUTY;

5. Vcnione3yit Tonpko 3amuieHHoe coeaunenue yepe3 HTTPS, a e HTTP, 1.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOuisHOM Tenedone otkiaroun ¢pyHkuuio "Tlonktoyenue k Wi-Fi aBromarnuecku". He
JIOTTyCKail aBTOMAaTUYECKOr0 MOAKII0YeHUs ycTpoiicTBa k cetaMm Wi-Fi 0e3 TBoero cornacusi.

CoumnajbHble ceTH

COIII/IaJ'IBHI)IC CCTU aKTUBHO BXOJAIT B HAllly )KU3Hb, MHOTUEC JITONU pa60TaIOT " )KUBYT TaM
IMOCTOSHHO. MHOTHE MOJIb30BaTEIIN HE IIOHUMAKOT, 4YTO I/IH(I)OpMaLII/ISI, pa3MCICHHAasg MU B
COHAJIbHBIX CCTAX, MOXKET OBITE HaﬁneHa " UCII0JIb30BaHa KEM YIrOAHO, B TOM YHCJIC HE
00s13aTeNBHO C OJIarUMH HaMCpPCHUSIMMU.

OcHOBHbBIE COBETHI IO 0€30IACHOCTH B COIMUAJIBHDBIX CETHAX:

1. Orpanudb CIUCOK Apy3ei. Y Te0s B APY3bsIX HE JOJDKHO OBITh CTy4ailHBIX M HE3HAKOMBIX
b1 {001 (7

2. 3amuiiaii cBoro YacTHYIO *ku3Hb. He ykaspiBail mapomnu, TenedoHsl, aapeca, 1aTy TBOETO
POXKACHUS U JPYTYIO JIMYHYIO HHPOpPMAIHIO. 370YMBIIUIEHHUKH MOTYT UCIIOJIb30BaTh JIaXke
UH(OPMAIIHIO O TOM, KaK Thl U TBOU POJIUTENHN TUTAHUPYETE MPOBECTH KAaHUKYJIBI,



3. 3amminaii CBOIO peryTaIuio - IEP>KU €€ B YUCTOTE U 3a/1aBaii cebe BOMpPOC: XOTel OBl ThI,
9TOOBI APYrUe MOIB30BATEH BUJICIH, YTO ThI 3arpyxaemnib? [lomymaii, mpexae ueM 9To-To
OITyOJIMKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Ecnv Thl TOBOPHILIB C JIOJbMU, KOTOPBIX HE 3HACIIb, HE UCIOJb3Yl CBOE PEAIbHOE UMSI U
JIPYTYIO JTUYHYIO HH(POPMAIH: UMsI, MECTO KUTEIIbCTBA, MECTO yueObl U MpoUee;

5. U36eraii pa3menienus hotorpaduii B IHTEpHETE, T1IE TH N300paKeH HA MECTHOCTH, 110
KOTOPOW MOHO OIPENEIUTh TBOE MECTONOJI0KECHHUE;

6. Ilpu peructpanuu B COIUAIBHOIN ceTH HEOOXOAMMO HCIIOIB30BaTh CIOKHBIE MAPOJIH,
cocrosimue u3 OyKB ¥ LU(p U C KOJINYECTBOM 3HAKOB HE MeHee 8;

7. 11t conManbHOM CeTH, MOUTHI M IPYTUX CAaTOB HEOOXOANMO UCIOIH30BAThH Pa3HbIE MAPOIIH.
Toraa ecnu Te6s1 B3IOMAIOT, TO 3JI0YMBIIIJICHHUKHU MOJy4aT TOCTYI TOJIBKO K OJTHOMY MECTY, a
HE BO BCE Cpasy.

3.]'[eKTp0HH]>Ie JACHBI'H

DNEKTPOHHBIE JIEHBIU - 3TO OYEHb YA0OHBIN CIIOCOO IIaTekel, OJJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTSAT MOJYYUTh ITH JEHbIH. DJIEKTPOHHbIE J€HbIU MTOSBUIINCH COBCEM
HEAAaBHO U MMCHHO M3-3a 3TOI'0O BO MHOT'UX I'OCyAapCTBax A0 CHUX IIOP HE NPOIHUCAHO IIPO HUX B
3akoHax. B Poccuu e oHM (PyHKIIMOHMPYIOT M O HUX YK€ IIPOIHUCAHO B 3aKOHE, I71€ UX
PasacisArOT Ha HECKOJIBKO BUAOB - aHOHMMHBIC U HC aHOHWMHBIC. Pa3H1/1ua B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi IPOBOAUTH ollepaluu 0e3 uaAeHTUPHKALUN
I10JIB30BAaTC/IA, a B HCAHOHUMHBIX I/II[GHTI/I(l)I/IKaIII/ISI [10JIL30BaTEJIS ABJISIETCS 00sI3aTEILHOM.
Taroke crenyer pa3nuyarh 3JIEKTPOHHbIE (PHATHBIE AEHBIH (PaBHBI TOCYJAPCTBEHHBIM BaJIIOTAM)
U JICKTPOHHBIE He(UATHBIEC ACHBI'H (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHoBHbBIE coBeThI 10 0e30nacHoil padoTe ¢ 3JIEKTPOHHBIMHU 1eHbIAMM:

1. IlpuBsixu K cyeTy MOOMIBHBIHN TenedoH. DTo caMblil yIOOHBII U OBICTPBIN CIIOCO0
BOCCTaHOBUTH JOCTYII K cuery. [IpuBsizanHbiii TeneoH MOMOXKET, eciiv 3a0y1elib CBOH
IJIATEKHBIN MMAPOJIb WM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonb3yit oqHopazoBble napoiu. [locie nmepexona Ha YCUIICHHYIO aBTOpU3AIIHIO Te0e yKe
He OyJeT yrpoXKaTh OMAaCHOCTh KPAXKH WM MEpexBaTa IIaTeKHOTO MapOJIs;

3. BriOGepu cnoxHbIi maposb. [IpectynHukam Oyner He IpocTo yrafaTh CIO0XKHBIM Mapoib.
Hanexxnble maposu - 3To napoiu, KOTOpbIe coAepkKaT He MeHee 8 3HaKOB U BKJIIOUYAIOT B ce0s
CTPOYHBIE U MPOMUCHbIE OYKBBI, HU(PBI K HECKOJIBKO CUMBOJIOB, TAaKME KaK 3HAK J10Ju1apa,
¢byHTa, BOCKJIMIIATENbHBIN 3HaK 1 T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMUHBIE JaHHBIE Ha CaliTax, KOTOPBIM HE JOBEPsICLIb.

DJICKTPOHHAS 1OYTA

DNEKTPOHHAs NOYTa - 9TO TEXHOJIOTHSI U IPEIOCTABIISIEMBIE €10 YCIIYTH I10 IEPECBHIIKE U
MOJIYYEHUIO JIEKTPOHHBIX COOOILIECHHM, KOTOPBIE PaCTIPEAEIAIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO 3NEKTPOHHBIN MOYTOBBIN SIIUK BBIMJISIUT CIIETYIOIUM 00pa3oM:
UMs_TI0JIb30BaTeNss(@uMs_ToMeHa. Taxke Kpome rnepeaadu IpocToro TeKCTa, UMeeTcs
BO3MOYKHOCTb IepeiaBaTh (paiibl.

OcHoBHBIE COBETHI 10 0e30MacHoil padoTe ¢ 3JIEKTPOHHOI MOYTOIi:

1. Hanto BbIOpaTh mpaBUIIbHBIN TOYTOBBIN cepBHC. B MHTEpHETE €CTh OrPOMHBII BEIOOD
OecrIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ille JOBEPSATh TEM, KOr'O 3Haellb U KTO IEPBbIN B
pEUTHUHTE;

2. He yka3piBail B TH4HOM nouTe JTM4YHYIO HH(popManuto. Hanpumep, myuiie BoIOpaTh
"My3bIKaibHbIN _(aHaT@" umu "pokx2013" Bmecto "Temal3";

3. Mcnonb3yil IByX3TanHy0 aBTOPU3aIMI0. ITO KOTAa TOMUMO MapoJisi Hy’KHO BBOAUTH KO/,
npucbuIaeMblil mo SMS;



4. Beibepu c10KHBIN Taposab. J{Jis KakI0T0 MOYTOBOTO SAMIKMKA JIOJDKEH ObITh CBOM HA/ICKHBIH,
YCTOWYHUBBIN K B3JIOMY 1apOJIb;

5. Eciu ecTh BO3MOXKHOCTh HalucaTh CaMOMY CBOM JIMYHBINA BOMPOC, UCTIOIB3YH 3Ty
BO3MOKHOCTb;

6. Mcnosb3yl HECKOJIBKO MOYTOBBIX SIIIUKOB. [IepBbIii /711 4aCTHOM MEPENUCKH C aipecaTamu,
KOTOPBIM ThI JIOBEPSICIIb. ITO JIEKTPOHHBIN aipec He HAJ0 UCIOIb30BATh [IPU PETUCTPAIIMU Ha
dbopymax u caiftax;

7. He oTkpbiBaii (paiisiel U Apyrue BIOKEHUS B MIUChMAX, IaXKe €CIIU OHU MIPHIIUTH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3TH (aiiibl;

8. ITocie okoH4aHUs pabOTHI HA TTOYTOBOM CEpBHCE TIEpe]] 3aKPHITUEM BKIIAJIKU C CAUTOM HE
3a0yap HaXkaTh Ha "BeiidTu".

Ku6epOy/uIMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

KuGepOymauHr - npeciieoBaHie COOOIMICHUSIMH, COJIEPKAIIIMU OCKOPOJICHHS, arpecCculio,
3aIyTUBAHKE; XyJIUTAHCTBO; COLMATbHOE OOUKOTUPOBAHUE C MIOMOIIBIO PA3IMYHBIX UHTCPHET-
CEPBHCOB.

OcHoBHBIE cOBeTHI 10 00opblOe ¢ KNdepOyIIMHIOM:

1. He ©pocaiics B 60i. Jlydmuii cioco0: mocoBeTOBaThCS Kak ce0si BECTH U, €CJIM HET TOro, K
KOMY MOXHO OOpaTHTBCS, TO BHaYaJIe YyCIOKOUTHCS. ECITU ThI HAYHENTh OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHS, TO TOJIBKO elle OOJIbIIE Pa30AOKeTh KOH(IIUKT;,

2. YopaBinsii cBoel kubeppenyrauuei;

3. AHOHUMHOCTH B ceTd MHUMasi. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTout BecTH XyluraHcKui o0Opa3 BUPTyallbHOH xu3HH. HTEpHET (huKcupyeT Bce TBOU
JIEUCTBUSI 1 COXPAHSIET UX. Y JAIUTh UX OyJEeT KpaiiHe 3aTPyAHUTEIIBHO;

5. Cobmrosiali CBOIO BUPTYaIbHYIO YE€CTh CMOJIOY;

6. Urnopupyii equHU4YHbIN HeratuB. OJIHOPa30Bble OCKOPOUTENIbHBIE COOOLICHUS JIyUllle
UrHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsi Ha Ha4albHOM CTaIuu;

7. Ban arpeccopa. B nmporpamMmMax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITUATBHBIX CETAX
€CTh BO3MOKHOCTh OJIOKHPOBKH OTIIPABKU COOOILEHUH € ONpeIeIeHHBIX apecoB;

8. Ecnu TbI cBUAETENh KNOEpOYyUIMHra. TBOM N€WCTBUA: BHICTYIIUTH IPOTUB IPECIIeI0BaTENs,
[I0Ka3aTh €My, YTO €ro JIEUCTBUS OLICHUBAIOTCS HETAaTUBHO, ITOAAEPKATh JKEPTBY, KOTOPOH
HY’KHa TICUXO0JIOTMYECKasi OMOIIb, COOOIIUTH B3POCIBIM O (PaKTe arpecCUBHOIO MOBEACHUS B
CeTH.

MoOunbHbIiH Tes1eoH

CoBpeMeHHbIe cMapT(HOHBI U IJTAHLIETHI COIEpKaT B ceOe BIOJIHE B3pOCIbIi (YHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYpHUPOBATh CO CTallMOHAPHBIMU KoMIlbioTepamMu. OJIHAaKO, CPECTB
3aLUTHI JUISI TOI00HBIX YCTPOUCTB MOKA OYEHb Majlo. TeCTUpOBaHUE U MOUCK YSI3BUMOCTEH B
HUX MIPOUCXOIUT HE TaK MHTEHCUBHO, Kak 171 11K, To jxe camoe kacaercss 1 MOOMIIbHBIX
MIPUJIOKEHUN.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YKe MPaKTUYECKH JTOTHAJIU HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacupenre (yHKIIMOHAaJa BIIeUeT 3a c000i OONBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTb.
Jlaneko He Bce MPOU3BOIUTENH BBIITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHUYECKHE
YS3BUMOCTH JJIsI CBOUX YCTPOMCTB.

OcHoBHBIE cOBeTHI 1Jis1 0€30I1aCHOCTH MOOWJILHOTO TeJiedoHa:

1. Hudero He siBNsieTCs MO-HACTOSIIEMY OecIiaTHBIM. byib ocTOpoXkeH, Bellb Korja Tede
MpeiaraloT OECIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TJIaTHBIE YCIIYTH;

2. Aymaii, mpexje 4eMm oTinpaButh SMS, hoTo mnu Buneo. Thl TOUHO 3HAEIIb, T/Ie OHU OYAYT B
KOHEYHOM HuTOore?



3. Heo6xoaumMo 0OHOBIISATE OMIEPAIMOHHYIO CHCTEMY TBOETO CMapTQOHa;

4. Vcrionb3yii aHTUBUPYCHBIC TPOTPAMMBI JIJIsl MOOMIIBHBIX TENEe()OHOB;

5. He 3arpy»xail npujioKeHus: OT HEU3BECTHOTO UCTOYHHUKA, BEJIb OHH MOTYT COJAEpPKaTh
BPEIOHOCHOE MPOTpaMMHOE 00eCTIIeUeHNUE;

6. [Tocne Toro Kak Thl BBIMICIIB C CaiiTa, TJi€ BBOAWI JIUYHYIO HH(MOPMAIIHIO, 321 B HACTPONKH
Opaysepa u ynanu cookies;

7. llepuoanuecku mpoBepsii, KaKue IUIaTHbIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. JlaBaii cBOIf HOMEp MOOUIIBHOTO TeJe(OHa TOJIBKO JIFO/SIM, KOTOPBIX Thl 3HACIIH U KOMY
JOBEpsiCIIb;

9. Bluetooth momkeH ObITH BBIKITIOUEH, KOT/a Thl UM HE TIOJb3yeibes. He 3a0biBaii nHOT 1A
IPOBEPSTH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAH-UTPHI - TO KPACOYHbIE, 3aXBATHIBAIOIINE Pa3BICUCHUs, 00bEINHSIONINE
COTHH THICSY YEJIOBEK 10 BCeMy MHpPY. IrpoKky UCCIENYIOT JaHHBIH UM MHp, OOIIAIOTCS APYT C
JPYrOM, BBIIIOJHSIOT 3a/IaHMS, CPAXKAKOTCSI C MOHCTPAMU U IIOJIYYAIOT OIBIT. 32 YA0BOJIBCTBUE
OHH TUIATST: MOKYMAIOT IUCK, OIUIAYMBAIOT A0OHEMEHT HITH MMPHOOPETAIOT KAKHE-TO OIIIINH.
Bce aTu cpenctBa uayT Ha MoJAepKAHKUE U Pa3BUTUE UTPHI, @ TAK)KE HA caMy 0€30MaCHOCTb:
COBEPILIECHCTBYIOTCSI CHCTEMbI aBTOPU3AIINH, BBITYCKAIOTCSI HOBBIE MAaTYH (IIU(PPOBBIE 3aIIATKH
JUISI IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nogo6HBIX Urpax CTOUT OIAacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaXH TBOEIO
naposisi, Ha KOTOPOM OCHOBaHAa CUCTeMa aBTOPU3AIMH OOJILITMHCTBA UTP.

OcHOBHbBIE COBETHI 110 0€3011aCHOCTH TBOEr0 UI'POBOI0 aKKayHTa:

1. Ecnu apyroit urpok BeneT ceds MI0X0 WM CO3JaeT Tede HEPUATHOCTH, 3a0JIOKUPYH €ro B
CIIMCKE UTPOKOB;

2. Iloxanylics aIMUHUCTPATOPAM UI'PhI HA MJI0XOE MOBEACHHUE 3TOI0 UTPOKA, JKEIATEIbHO
MPUJIOKUTh KaKHE-TO JI0KA3aTEJIbCTBA B BUIE CKPUHOB;

3. He yka3biBaii 1uuHyro nHGOpMaIuio B mpodaiiie urpsl;

4. YBaxkall Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIIHAIbHbBIE TATYH U MOJIBI;

6. Vcrionb3yii cl10KHbBIE U Pa3HbBIE TAPOJIH;

7. J1laxxe BO BpeMsl UTPBI HE CTOUT OTKJIOYaTh aHTUBUPYC. [I0Ka ThI Urpaeiib, TBOH KOMIIBIOTED
MOTYT 3apa3uTh.

@OUINMHT WK Kpaka JUIHbIX JaHHbIX

OObIYHOM Kpakel IeHeT U IOKYMEHTOB CErof[Hs YK€ HUKOTO HE yIUBHUIIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 37I0YMBIIUIEHHUKH NIEPEMECTUIINCH B UHTEPHET, U IPOJOJKAOT
3aHMMaTbed "MmoOuMbIM" genoM. Tak MmosiBUIach HOBask yrpo3a: MHTEPHET-MOILIEHHUYECTBA WU
(GuIIMHT, TIaBHAS LEeJIb KOTOPOTO COCTOUT B OJYYEHUN KOH(DUICHIINATBHBIX TaHHBIX
M0JIb30BaTeNeH - JIOTMHOB M naposied. Ha anrnuiickom si3pike phishing unraercs kak GpuimHr
(ot fishing - peiGHast 10BIs, password - Mapob).

OcHoBHBIE cOBeThI 10 0opble ¢ GUuIIMHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu T moji03peBaeliisb, 4To TBOS aHKeTa Obljia B3JIOMaHa, TO
He00X0uMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKopee;

2. Ucnone3yit 6e3o0macHble BeO-CaiiThl, B TOM YKCJIe, HHTEPHET-Mara3uHoOB U TOMCKOBBIX CUCTEM;
3. Vcnionb3yii cioxkHbIe U pa3Hble mapoiu. TakuM o0pazom, eciu Te0st B3IOMAIOT, TO
3JI0YMBIIIICHHUKH TIOTYYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY NMPO(UITIO B CETH, a HE KO BCEM;



4. Ecnu Te0s B37IOMau, TO HEOOXOAMMO MPEIYNPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
n00aBIeHBI y TEOS B IPY3bSIX, O TOM, UTO T€OS B3JIOMAJH W, BO3MOKHO, OT TBOETO UMEHHU OyeT
paccbuIaThCs CllaM M CChUIKU Ha (PUILIMHTOBBIE CAlTHhI,

5. Ycranosu HanexHbli naposs (PIN) Ha MOOHIBHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHE MapoJsi B Opaysepe;

7. He oTkpbiBaii (paiisiel U Apyrue BIOKEHUS B MUChMAX, IaXKe €CIIU OHU MPHIIUTH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTHPABIISIIN JIU OHU TeOe AT (ailiibl.

Hudposas penyranus

[udposas penmyTanus - 3T0 HEraTUBHAsI UM MO3UTHUBHAS MH(OpMaIUs B CeTH O Tebe.
Komnpomerupyromas nHpopmarus, pa3MerieHHas B MHTEpHETe, MOXXET CEpbe3HbIM 00pa3oM
OTpa3uThCS Ha TBOECH peanbHOM xu3HHU. "LludpoBas penyranus" - 3T0 TBOKH UMUK, KOTOPBIH
dopmupyetcs u3 nadopMmalu o Tede B UHTEPHETE.

TBoe MecTo KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0XKEHNE, OCOOEHHOCTH XapaKkTepa U
paccka3bl 0 OJIM3KHUX - BCE 3TO HAKAIJIUBAETCS B CETH.

MHorue noJpoCcTKH JErKOMBICIEHHO OTHOCATCS K IMYOJMKALMK JTMYHOW HHPOPMALIUU B
WuTepHere, He MOHUMasi BO3MOXHBIX NocieAcTBUN. Thl 1a)ke HE CMOKEIlb A0ralaThCsl O TOM,
4To (poTorpadus, pazmelieHHas S JeT Ha3al, cTajla IPUUYNHONW OTKa3a MPUHATH TeOs Ha paboTy.
KommenTapuu, pazmenieHie TBoux Gororpaduii 1 qpyrue 1eiHCTBUS MOTYT HE HCUE3HYTh JTaXKe
[0CJI€ TOTO, KaK Thl MX yJanuilb. Thl He 3HaeIllb, KTO COXPaHWJI 3Ty HH(OpMAIIHIO, IToTaNa JI1
OHA B [TIOMCKOBBIE CUCTEMBI U COXPAaHUJIACh JIU OHA, a IJIABHOE: 4YTO MOJyMaloOT 0 Te0e
OKpY’KalOIIMeE JII0/IU, KOTOpbIe HAWAYT U YBUIAAT 3T0. HaliTu nHpopMalnio MHOIO JIET CITyCTS
CMOXeET JIF000H - Kak 13 100pbIX MOOYXKACHUH, TaK U ¢ HAMEPEHHEM IIPUYHHUTH Bpea. ITO
MOYET OBITh KTO YI'OJHO.

OcHoBHBIE cOBeTHI 10 3amuTe NM(ppPoBoil penyranuu:

1. [Tomymaii, mpeske 4eM 4To-To MyOIMKOBATh U IepeiaBaTh y ce0s B 0JIOre WiIM B COIIMAIbHON
CeTu;

2. B Hactpoiikax npoduis yCTaHOBH OTpaHHYCHHUS HA IPOCMOTP TBOETO MPOQHIIS U €T0
COJIEP’)KUMOT0, cIeNail ero TOJIbKO "1Isl Ipy3en';

3. He pa3meniaii u He yka3plBail HHPOPMALIHIO, KOTOPask MOXKET KOTr0-11M00 OCKOPOIATh WU
0o0MXaThb.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE IIKOJIbHUKHU - aKTUBHBIE TI0JIb30BaTENN HU(POBOro mpocTpancTsa. OaHaKko
JIaJIeKO He BCE 3HAIOT, YTO MOJb30BaHUE MHOIMMHU BO3MOXHOCTSIMH LIU(PPOBOrO MUpa TpedyeT
COOJIIOIEHM I ITPAB HA MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMmuH "HHTEIEKTyanbHasi COOCTBEHHOCTh" OTHOCUTCS K PAa3IUYHBIM TBOPEHHSIM
YeJI0BEYECKOr0 yMa, HAYMHasl ¢ HOBBIX M300PETEHU U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTb
Ha MPOJYKTHI U YCIYTH, ¥ 3aKaHUUBasi KHUramMu, (poTorpapusimMu, KHHOQUIbBMaMHU U
MY3bIKaJIbHBIMU POU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MPaBa Ha MHTEJJIEKTYaIbHYI0 COOCTBEHHOCTh Ha IPOM3BEACHNUS HAYKH,
JUTEpaTyphl U UCKyCCTBAa. ABTOPCKHE MpaBa BHICTYMNAIOT B KaUeCTBE rapaHTUH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa He OyAET HalpacHbIM, JaCT €My CIIpaBeJIMBbIE
BO3MOXHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOErO TPY/a, OJIyUYUTh U3BECTHOCTb U MIPU3HAHMUE.
Huxkro 6e3 paszpemnieHust aBTopa He MOXET BOCIIPOU3BOJUTD €ro MPOU3BEICHHE, PACIPOCTPAHSTD,
myOJIMYHO IEMOHCTPUPOBATH, MPOAABaTh, UMIIOPTUPOBATH, ITYCKAaTh B IMIPOKAT, MyOINYHO
UCTIOJIHATH, IOKA3bIBATh/UCIIOIHAT B 3Hpe UK pazmemiaTsh B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro"” mporpaMMHOT0 00ecrieyeHus] MOXKET MPUBECTU K MHOTUM
pHCKaM: OT OTEPH JJAHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKU TBOETO YCTPOWCTBA, I/ie
yCTaHOBJIEHA HeJleraiabHas nporpamma. He ctout Takxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETAIbHbBIE
U OecrIaTHbIE IPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.



